Kent State PK1:
Sign-up Instructionsfor Kent CA SSL Certificate

1. If you have not done so aready, visit http://cert.kent.edu and follow the instructions to install
the KSU CA certificate on your computer.

2. Create a Certificate Signing Request (CSR) according to your web server’sinstructions. |If
prompted for key length, be sure to specify 1024-bits (or higher, if required by your
application). Usethe following values when filling out the form:

a. Common name: The fully qualified domain name (FQDN) of the website, as
accessed by your users (i.e. server.dept.kent.edu)

Organization: Kent State University

Organizational unit: The name of your division (i.e. Information Services)

City/Locale: Kent

State: Ohio

Country: US
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The CSR will look like this:

----- BEG N NEW CERTI FI CATE REQUEST-- - - -

M | DYTCCAs 0 CAQAWD YUx GTAXBgNVBAMIEHdnt 3R c3Qua2VudC5l ZHUxHTAbBgNV
BAsTFEl uZmdybWF0aVul FN cnZpY2Vz MNRAWHAYDVQKEX VLZWE01 FNOYXR | FVu
aXZl cnNpdHkx DTALBgNVBACTBEt | bnQx DTALBgNVBAgTBE90aVBx Cz AJBgNVBAYT
Al VTM Gf MAOGCSqGSI b3 DQEBAQUAA4GNADCBI QKBgQDTNAXVD92Lj j bPc5RF RWB
MIk1Lj | wewYKKWYBBAGCNW BDj Ft MaswDg YDVROPAQH BAQDAG TWVEQRCSqGSI b3

DQEJ DWQ@BMDUWDg Y1 KoZI hveNAW CAgCAMA4GOCHGSI b3DQVEAg! AgDAHBgUr DgVC
Bz AKBggghki GOwODBz ATBgNVHSUEDDAKBggr By EFBQe DATCB/ QYKKWYBBAGCNWOC
VK4YLi XwOnFl svYdU pBzvAp4wkBaGD4W 4k YWjn27t VLDX6CRt Ypgj 90y6/ JPI D
| u+s7r 5/ s310Q0k I y X/ 0mL8i 2TvUna23uGNnpJ UaNmmnQVZt hl 893s42AAAAAAAA
AAAWDQYJKoZI hvc NAQEFBQADg YEAVAYTT9a95f NXI gkVKLJi uC4+4bcj w/ f bWAV2
ZXQ@ LDci gPB4KPr nKSsi 2LZUs AnBnVr GeRLDExhpk AOT4GkEn r U2ZMDThd SaQONk
ECU6enRgznZ0q2uKosay Ez QL YFW Xr oAaocoExDl JmaSQNdQr t SaN71 Dr XC3d6zZn
KzznvLO=

----- END NEW CERTI FI CATE REQUEST- - - - -

3. After your CSR has been generated, send it in e-mail to pki-admin@kent.edu with the subject
“CSR: your.server.kent.edu”. You may include the CSR either as afile attachment, or by
cutting and pasting the certificate request text into your message.

4. Wait for the order to be processed. Once you have submitted your request, it will be verified
by the site administrator. If any changes are required, the administrator will return your
message with comments. Otherwise, the administrator will approve your order and an e-mail
will be sent to your address containing the actual certificate.

5. When you receive your certificate, copy it from your email and place it in afile on your
server; then import it according to the instructions provided with your web server.

6. Verify that your certificate is valid by visiting your secure web page and checking the
certificate details.
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